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A Study on Detection Method of Multi-Homed Host and Implementation of
Automatic Detection System for Multi-Homed Host
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ABSTRACT

This study aimed to investigate the fundamental reasons for the presence of multi-homed host and the risks associated
with such risky system. Furthermore, multi-homed host detection methods that have been researched and developed so far
were compared and analyzed to determine areas for improvement. Based on the results, we propose the model of an
improved automatic detection system and we implemented it. The experimental environment was configured to simulate the
actual network configuration and endpoints of an organization employing network segmentation. And the functionality and
performance of the detection system were finally measured while generating multi-homed hosts by category, after the
developed detection system had been installed in the experiment environment. We confirmed that the system work correctly
without false-positive, false-negative in the scope of this study. To the best of our knowledge, the presented detection
system is the first academic work targeting multi-homed host under agent-based.
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Table 1. Multi-homed host type and detection
tech level
Multi-hom Detection
ed host Description Technology
Type Level
System(Endpoint) used to
move the network
Type 1 (Use LAN cable i
alternately)
Use Two or More NICs
Type 2 (Single 0S) 0
Use Two or More NICs
Type 3 (Multi OS, Concurrent x
Use)

AG7HA AR dA71e9] I (Table. 2 %

NS s, 9 ) ARE B $3A
A EZangkc 3, Table, 29 D~

oA 2k MACE|AES] 2A1817] ok the ojw

A A Q7L AL Al gshs wEgw

ol Af OSFFelA 7MwAle] NICHRE 3%
5]

REY o

T lefof ch A= Agent MR FE

Hi wel A% Ak il e 4K w
E NICY A4 MAC F4E 9] A&Hoz 7=

wUHEE 4 glefop shuz
ek A, ke AR gl
S ol e Toal) B 722 AFA A

!

g [<]
ofo} gt}
Table 2. Comparison of multi-homed host
detection method
INetwor
Detection MethodOperatk Point] Risk | Type | Type | Type
ion | of |Level| 1 2 3
Contact]
(D [Blacklist basedlvkﬂ?wJl X . o X X
Query whether or Very
@|not to block aA;g)én O |Vulnera] © X X
MAC ble
Block MAC
3 information |Autom| o \Vulnera) o A X
| propagation | atic ble
between networks|
SIEM -
@| Firewall Log A;E?én X . o) X X
based
SIEM - |Autom|
. O
®Error Log based| atic X X X
®| Clock Skew M x | - | o | o | o
atic

= Fig. 3. Fig. 49}
A}, 3 2> 7t el 2AMME 194 F
3% RE wE NIC ARE 38l 23
. EA, 244 29E NIC ARE A7|H
£E«€ﬂ}® FAME AFIch AA, Tt
e £4" AA NIC ARE ulgoezw EA
MAC F47}F 208 (A 9) o]Ate] wellA = =A]
wAge) 270 o] A|FeA AMsle MACE &
Subdel]l 2 NICH Aolch. A, AlHd
7S wEgchdelmng Il

k2] A2 AT T2 A
A

¢

o Agent”} 4 ilﬂ°1°? go} AAl, Agente NIC
o] AAAR F Hostoll thak AR E 33}, &3],
7 AldlA FEFel NIC HEE 337 918

7 AISW A=A SDK (Software
Development Kit)v Tool< g3t
(16,17,18).

4.3 EIX|AIAH HA|

Local ’ directiop — S\ i
° = ;////,‘Z

. Administrator
INTERNAL/ OA

oo Central
&\«6 Server
o
o
LOG CENTER

. Endpoint
— NIC Information

EXTERNAL / INTERNET

Fig. 3. Concept Map of Detection System

. ServerAgent
DB
e s P
J0min 10 min 10 min /
SMS
NICInformation NICList distinguish _YeS Administrator

Central Server

Local Server

Fig. 4. Process Flow Diagram



462 Egahd ey el dd

T 4 AEYPAA Y 7

il

431 Al2E Ty

<)
n2 QAR WA fslvt Ha A
Fax 3

&
5
* O]Wi A *J"é"&‘ﬂr. 7}’%‘31*& H7ﬂ /‘Ml—t—
Hostname Fel Wxe] ®A(” >
Z¥sta 7P Ale] NICAH RS H“‘ EISASREA T
7153k} Fig. 5 & 3 dAZ NIC/HS, A=)
W, OSH, AHA, BEgdd ooy vESa
"JEiiﬂoli(Network Interface) =, NIC 243}
oJ% MAC, IP, Subnetmask, GW7} 4% =
25 Ho{Fa 9l
FAE Are oo 2o tjdEd] JApER
153 3 2AAMME A3t A5 v A 742
Fig. 6 & 7%} "|"2 F&3le] FAgc} Aw b
WHeg e wan, egAeR ek
(Uni-direct) &Ale] 7Fs3 SYSLOGE A&

N

£

i

E%Htﬂ% A== AXRE /var/log/endpoint
_info.log® A, F7IHCRE Yolse] FUA
HEZ Afget, Fue AR AAgd S =22
DB ¢l XVL??}D} 27 9 5% w92 DB o

& 2Nl B FEach Aud P

T

rl
2

rlo .

Nv

1O
Sethahs-

2|mimi|Windows-7-6.1.7601-SP1[IEUser|Intel(R) PRO/1000 MT
Desktop Adapter|on|08:00:27:1d:5a:52(10.100.0.9|255.255.255.0|1
0.100.0.2|Intel(R) PRO/1000 MT Desktop Adapter|on|08:00:27:5
6:2¢:a5|10.0.2.5|255.255.255.0]|

Fig. 5. Log Example(End-point Agent)

Algorithm : Skeleton of Detection multi-homed host

/ procedure typel check
i 0
record + Query(OA.mac == INT.mac);
idx < RowCount(record);
foreach i = idx do
if IsAlreadyDetected(record[i]l.mac) then
I_ print (Previous_Detected_Information(record[i]lmac));
else
// Write Information
Write_Detected_Information(record[i].mac);
// Print host information by MAC address that has found
print (GetHostInformationbyMA C(record[il.mac)):

/! procedure typel_check
record < Query(
// count of mic > 1
NODES.cbIfaces > 1 and
(
// Has both external IP and internal IP
(locate('10.200., NODES.ips) and locate('10.100.', NODES.ips} or
// Has both external IP and DMZ ip
(locate('10.200., NODES.ips) and locate('10.0.10.", NODES.ips) or
// Has both internal IP and DMZ ip
(locate('10.100., NODES.ips) and locate('10.0.10.", NODES.ips)
)

/ procedure type3_check
record + Query(locate('HAS_VM', NODES hostname));

Fig. 6. Key Pseudo Code
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HOSNAME: brian, 0S: Windows-7-6,1,7601-SP1, ZONE: 0A
\-Detatl record : 1
NO @ 1
HOSTNAME : brian
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IFACE NAME : i
IONE : 0AQ10.100.9.9
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Fig. 9. Detection of Multi-homed host violation
Type 2
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Type 3 Violation : 1 found

HOSNAME: jeff, 0S: Windows-7-6.1.7601-SP1, ZONE: OA
\-Detail record : 1
NO : 1
HOSTNAME : jeff
0S : Windows-7-6.1.7601-SP1
MAC : 08:00:27:8e:27:f9 (used [INT]2017-10-08 20:36:46 ~ [0A]2017-10-08 21:13:46)
IP : INT@10.200.0.9||0A@16.100.6.109
IFACE NAME : Intel(R) PRO/1000 MT Desktop Adapter
ZONE : INT@10.200.0.9||0A10.160.0.109

Elapsed : 0.019581079483

HOSNAME: mimi(HAS_VM), 0S: Windows-7-6.1.7601-SP1, ZONE: OA
\-Detail record : 1

A host with virtual machine installed

NO :
HOSTNAME : mimi(@AS_VAJ Interface name has
05 : Windows-7-6.1.7661-SP1 VM'’s 0S name and NIC count
MAC : 08:00:27:1d:5a:52 (used 2017-10-08 21:74:53 ~ 2017-10-08 21:25:54)
IP : 08:00:27:1d:53:52@10.100.0.59@Inte}4R) PRO/1000 MT Desktop Adapter
08:00:27:4a:2b:35@10.0.10. 30 9
08:00:27:00:00:10@0192.168.56.1@VirtualBox Host-Only Ethernet Adapter
IFACE NAME : Intel(R) PRO/1000 MT Desktop Adapter
ZONE : 0A@10.100.60.59

Fig. 8. Detection of Multi-homed host violation
Type 1

532 ALz 2 - =8 7Y 2
- (Windows 7, User:

"
NICS 1) ¥ Baska e
172

A% ¥ QAEdw A9

Brian Cornell)
o #Ae] B
1P(10.200.0.119)= A
FHAAR N HES
tH(Fig. 9).

GFIE A
g

Baksck. of 6% A% &
9 2 sl e Apdsgl

Elapsed : 0.015517845831

Fig. 10. Detection of Multi-homed host violation
Type 3
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[Type 4 violation : 1 found]

HOSNAME: JamesDesktop, as unux 4.4.0-96-generic-x86_64-with-Ubuntu-16.04-xenial, ZONE: OA,
IP: 16.100.6.40 08
\-Detail record :

NO : 1
HOSTNAME : JamesDesktop
0S : Linux-4.4.0-96-generic-x86_64-with-Ubuntu-16.04-xenial
MAC : 08:00:27:5e:35:53 (used 2017-10-08 20:41:01 ~ 2017-10-08 21:42:01)
IP : 10.100.0.40
IFACE NAME :
ZONE : 0AQ10.100.0.40

i 2
HOSTNAME : JamesDesktop
0S : Linux-4.4.0-96-generic-x86 64-with-Ubuntu-16.04-xenial
MAC :[68:00:27:12:34:56 (used 2017-10-08 21:48:03 ~ 3017 10-08 Z1145: 03)
~160.6.40

1P
IFACE NAME :
ZONE : 0AQ10.100.0.40

Elapsed : 0.0293049812317

Fig. 11. Detection of Multi-homed host violation
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Tethering Type
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Table 3. Search Time by Multi-homed host Type
Test Period 10 hour 30 min (2017-10.22 21:10 ~ 10.23 07:40)
No Time Elapsed Time Query Response Time(Seconds)
(hh:mm) Type 1 Type 2 Type 3 MAC Spoofing
1| 2017-10-22 21:10 00:00 0.001720190 0.001183987 0.000782967 0.002284050
2| 2017-10-22 21:15 00:05 0.007570028 0.001079083 0.000664949 0.002671957
3| 2017-10-22 21:20 00:10 0.003468037 0.001227856 0.000890970 0.002856970
Test Result 4| 2017-10-22 21:25 00:15 0.017074108 0.004636049 0.001494169 0.008118868
5| 2017-10-22 21:30 00:20 0.017254114 0.002655983 0.000805140 0.002883196
126| 2017-10-23 07:35 10:25 1.937278032 0.003106117 0.001865864 0.037803888
127| 2017-10-23 07:40 10:30 1.972023964 0.002962112 0.001968145 0.028430939
Average Search Time 0.753337468 0.002357252 0.001561411 0.019215818
Search Time Rank 4 2 1 3
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Fig. 12. LTE Egg (LG U+ MyFi LTE Router)
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.100.0.2|Remote NDIS based Internet Sharing Device|00:0A:3B:
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Fig. 13. Log Example (USB Tethering)
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Fig. 14. Log Example (Bluetooth Tethering)
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Table 5. Estimated Detection Time for Multi
-homed Host Type 1, 3 When the Execution
Cycle of Central Server is 5 minutes(®)

Estimated Detection
Time® (seconds)

Num of | Central
Executions| Server
(Elapsed (Table
Time) records)
1st (00:05)| 2,000
2nd
(00:10)
3rd
(00:15)
4th
(00:20)
5th
(00:25)
6th
(00:30)
Tth
(00:35)
8th
(00:40)

Type 1 Type 3

0.535431194| 0.001454529

4,000 1.313667886| 0.001836251

6,000 | 2.091904577| 0.002217972

8,000 | 2.870141269| 0.002599694

10,000 | 3.648377961| 0.002981416

12,000 | 4.426614652| 0.003363138

14,000 5.204851344/0.003744860

16,000 | 5.983088036| 0.004126582
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